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Housekeeping

● Current Position- Library Applications and Systems 

Manager at The Seattle Public Library

● Slides will be available, along with speaker notes and 

resources

● The views expressed within this presentation belong to 

me and not the opinions of my current employer. 

● IANAL



Part One:

Data and You - a Brief Primer



Data is everywhere

Evidence based practices

Market analysis/segmentation

Open data programs

Operation assessments

Learning analytics

Data warehouses

Customer relation management 

systems

Business Intelligence/data 

visualization tools



Where does user data live?

● Databases

● Database backups

● Server logs

● Customer support or help 

desk chat logs

● Email

● Clickthrough tracking from 

emails

● Authentication system logs

● Survey and feedback 

responses

● Digital fingerprint tracking 

(browser, OS information)

● Contractors/subcontractor 

systems



Personally Identifiable Information [PII]

PII-1 - Data about a person

● Name

● Mailing/email address

● DOB

● Gender

● Username/password

● Credit card number

● Social Security Number

PII-2 - Data about a person’s 

activities

● Search history

● Transaction history

● Website visit sessions 

● Customer support questions

● Linked accounts

● Geolocation



Part Two:

Why Should You Care About Privacy



Users care about privacy… 

or do they?



Privacy protects 

your most 

vulnerable users

Photo credit -

https://twitter.com/SPLBuzz/status/917459655269474305

https://twitter.com/SPLBuzz/status/917459655269474305


“It is up to people with HIV to decide to whom they talk 

about their status, and on what terms… It may be a 

commercial app, but as an LGBTQ app Grindr has 

responsibilities to the wider communities. That does not 

include sharing something as profoundly personal (and still 

stigmatised) as HIV status... Having an app that wraps 

itself in the rainbow flag passing on that status to third 

parties without their consent is a betrayal.”

- Owen Jones, April 2018



http://www.kwch.com/content/news/Federal-authorities-to-begin-checking-immigrants-social-media-451699803.html


If you don’t care about 

privacy, the lawyers will 

make sure that you do.



(Just) Four types of regulations surrounding data

● HIPAA/HITECH

○ Medical data

● FERPA

○ Student data

● COPPA 

○ Users under 13

Obligatory GDPR 

mention 



Part Three:

How do you balance privacy with 

operational need for data?



Privacy By Design

● Proactive not reactive; 

preventative not remedial

● Privacy as the default setting

● Privacy embedded into 

design

● Full functionality – positive-

sum, not zero-sum

● End-to-end security – full 

lifecycle protection

● Visibility and transparency –

keep it open

● Respect for user privacy –

keep it user-centric



Opt-in

Vs. 

Opt-out



Data life cycle 

Collection

What data is being collected?

WHY are we collecting it? 

AKA “The fight against 

#dataFOMO”

Storage and retention

Where is data being stored?

What possible other versions are 

being stored and where?

How long are we keeping 

$DATA_FIELD?



Data life cycle 

Access and Reporting

Who has access to the physical 

hardware/space?

Who has what permissions to our 

systems, servers, databases?

What happens to access when staff 

change jobs, leave, etc.?

Who can see what reports?

Deletion

Physical media destruction

Electronic media destruction





Obfuscation

● PII 1

○ Date of birth vs age

Truncation

● PII 1 

○ Full address vs zip code

● PII 2

○ Call numbers

Example - De-identification of Library PII Data

Aggregation

● PII 1

○ Age vs age ranges

● PII 2

○ Very high level call 

number ranges 



Pseudonymization

Some considerations:

● Algorithms

● Hashing and salt

Example - De-identification of Library PII Data

Differential Privacy

All the mathematical equations!



PII-2, I see you

Re-identification through 

search patterns

User 4417749’s Search Queries:

● “numb fingers” 

● “60 single men” 

● “dog that urinates on everything”

● “Arnold”

● “landscapers in Lilburn, Ga”

Re-identification through 

fuzzy matching



Data Life Cycle Starter Kit

● What data are you collecting? 

● What was the process of deciding what data to collect?

● What PII are you collecting? What anonymization/de-identification methods 

are you using, if any?

● How long are you keeping that data? Where is that data being kept? Don’t 

forget backups, log files, etc.

● How are you deleting that data when it’s no longer needed?

● Who has access to that data? To the physical system running the software?



Discussion Questions

● What privacy policies and procedures do you have in your organization?

○ How effective are those policies? Are they enforced consistently?

○ If you don’t have a policy - why? What would it take to get a policy in 

place?

● What codes of ethics or professional standards regarding privacy are you 

aware of?

○ What are some of the strengths and weaknesses of those codes and 

standards?



Q & A
b.yoose@gmail.com

@yo_bj - Twitter

mailto:b.yoose@gmail.com


Libraries and Privacy Resources

ALA Privacy Checklists

http://www.ala.org/advocacy/privacyconfidentiality/library-privacy-checklists

Library Freedom Project

https://libraryfreedomproject.org/

San José Public Library Virtual Privacy Lab

https://www.sjpl.org/privacy

Digital Privacy and Data Literacy Project

https://dataprivacyproject.org/

http://www.ala.org/advocacy/privacyconfidentiality/library-privacy-checklists
https://libraryfreedomproject.org/
https://www.sjpl.org/privacy
https://dataprivacyproject.org/


Does any of this look familiar to you?

HTTP by default/no support for HTTPS

Unsecured physical server access

Unencrypted data and backups

No backups or backups stored in perpetuity

No standardised record retention policy

No database access restrictions or policy

Improper or incomplete de-

identification/anonymization of data

No strategies for data deletion when customer 

leaves vendor

Collecting more data than needed (vacuuming 

every datapoint possible)

Providing user PII data to other companies

Tracking user activity, location, etc. without 

consent 

Sharing user information to third parties without 

consent or notification

No public privacy policy


